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Good morning, Mr. Chairman. My name is John Kern, Director of Network Continﬁity
for AT&T. Thank you for the opportunity to testify today about how AT&T implements its own
Continuity of Operations Plan and how we provide COQP services to our customers. As you
know, AT&T provides premier telgcommunications including network services, information
systems and professional serviées to the government and to the private sector. I will share with
you our recommendations regarding how Federal agencies can cost-effectively obtain COOP-

supporting services from the commercial sector.

AT&T provides resilient connectivity, hosting and application services to meet or exceed
our customers"»busi‘ngss needs and continuity requirements. As the nation’s largest Internet
backbone provider, interexchange carrier, non-Regionai Bell Operating Company Local
Exchange Provider, and provider of network services to businesses, we are routinely challenged
to engineer and operate a network of unparalleled scale. Like our colleagues in the industry, the
National Communications System has tasked us since the peak of the Cold. War to provide a
variety of National Security/Emergency Preparedness (NS/EP) services built to meet very unique
requirements. Some of these requirements have resulted in COOP initiatives to help ensure that
the AT&T network vis resilient and survives, thus ensuring COOP functionality for the
government. We fegglarly exercise these capabilities and our proprietary disaster recovery
strategies that are unique and unparalleled in the industry. We exercise under a simulated, and
unfortunate}y, sometimes a real incident environment, as evidenced by our response to the . -
terrorist attacks of 9/11. Our response and recovery capabilities enabled us to be responsive to
the needs of maintaining critical telecommunications services for the Nation‘ as well as our most
demanding customers. We continually work closely with customers to accommodate their -

increasing business continuity needs — such as those recently defined by legislation.

Providing restlient COOP services for our large portfolio of customers begins with

having integrated continuity capabilities and built in security best practices. We have built these






