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I want to welcome you all today to this hearing on “The Security of Industrial 
Control Systems in Our Nation’s Critical Infrastructure.”  This is the 3rd in a series of 
cyber security hearings that the Subcommittee has conducted over the last couple of 
weeks, and the 5th hearing on this topic since April.   

Clearly the issue of protecting the cyber element of our nation’s critical 
infrastructure is of paramount concern to the Subcommittee and we will continue to 
examine these matters in a comprehensive manner. 

The topic we are discussing today is probably one of the most important we, in our 
oversight function, can consider.  Industrial control systems, often referred to as SCADA, 
which is an acronym for Supervisory Control and Data Acquisition, underlie most of the 
infrastructure that makes everyday life possible in the United States.   

These systems support the processes that manage our water supply and treatment 
plants; SCADA systems control the pipeline distribution system and the electric power 
grid; they operate nuclear and chemical power plants; and they support the manufacturing 
of food and medicines…just to name a few.   

The nation’s health, wealth, and security rely on these systems, but, until recently, 
computer security for these systems has not been a major focus.  As a result, these 
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systems on which we rely so heavily are undeniably vulnerable to cyber attack or 
terrorism. 

When I first began to learn about this topic, I must say that I did not really grasp 
the scope of the challenge. Now, the more I know, the more concerned I become.  The 
critical infrastructure of our nation lies mostly in private hands and this nation is 
dependent on their assessment of risk and economic benefit.   

It is also apparent to me that we have not developed a comprehensive strategy for 
addressing this weakness in our critical infrastructure.  As a farmer, I rely on SCADA 
systems in local dams to prevent my fields from flooding and putting me out of business.   

It had never occurred to me that the potential threat from a computer might 
exceed the harm that could be perpetrated by Mother Nature. I have learned that today’s 
SCADA systems have been designed with little or no attention to computer security.   

Data are often sent as clear text; protocols for accepting commands are open, with 
no authentication required; and communications channels are often wireless, leased lines, 
or the Internet itself. Remote access into these systems for vendors and maintenance is 
common.  In addition, information about SCADA systems is widely available.   

Not only are they increasingly based on common operating systems with well-
known vulnerabilities, but information about their vulnerabilities has been widely posted 
on the World Wide Web.  

Finally, SCADA systems now also seem to be victims of common Internet 
dangers.  It has been reported that the blackout this summer may have been partially due 
to the widespread Blaster worm which apparently disrupted communications among data 
centers controlling the grid.   

The Nuclear Regulatory Agency has recently warned nuclear power plants about 
infiltration by the Slammer worm after a nuclear plant’s systems were infected by a 
contractor’s laptop. 

According to U.S. law enforcement and intelligence agencies, SCADA systems, 
specifically water supply and wastewater management systems, have been the targets of 
probing by Al Qaeda terrorists.   

Some government experts have concluded that terrorists have existing plans to 
use the Internet as an instrument of bloodshed, by attacking the juncture of cyber systems 
and the physical systems they control.   

A recent National Research Council report has identified “the potential for attack 
on control systems” as requiring “urgent attention.”  

Today, we will hear from experts on SCADA design and security, the Federal 
agencies that oversee them, and from the electricity and oil and gas pipelines sectors.  I 
am hoping to hear something to put my mind at ease, but I am not optimistic.  
 

 2



 3

Finally, I would like to remind everyone that this hearing is being held in 
executive session.  The Subcommittee made that decision for two reasons.  The first is 
that we did not want to provide any information to anyone with malicious intent.   
 

Secondly, I hope that the witnesses will take advantage of this executive session 
to be candid with the Subcommittee about the extent of the challenges and their concerns, 
both about current conditions…and prospects for progress in addressing this serious 
matter. 
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