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Good afternoon and welcome to the Subcommittee’s hearing on " Facilitating an
Enhanced Information-Sharing Network That Links Law Enforcement and Homeland
Security for Federal, State and Local Governments." This hearing will address the
initiatives and strategies being implemented to enhance information sharing capabilities
between Federal, state and local law enforcement agencies and homeland security
activities. There are many examples of direct and indirect linkage between criminal
activity and terrorist-related activity. Accordingly, law enforcement agencies at all levels
of government should have effective collaborative capabilities for information sharing.

The need to effectively coordinate the efforts of Federal, state and local governments for

homeland security is now well understood. September 1

1™ highlighted the increasing

risk of terrorist attacks on U.S. soil. Consequently, Federal, state and local governments
recognized an urgent need to effectively unify their efforts to enhance homeland security



by employing the unique contribution that each level of government can make on the
basis of its capabilities and knowledge of its own environment. U.S. intelligence and law
enforcement communities continuously assess both foreign and domestic terrorist threats
to the United States. In October 2001, Congress passed the USA PATRIOT Act, to
improve the sharing of information between the intelligence and law enforcement
communities.

Information sharing and coordination among government organizations are central to
producing comprehensive and practical approaches and solutions to combating threats.
Having information on threats and actual incidents experienced by others can help an
organization identify trends, better understand the risk it faces, and determine what
preventive measures should be implemented. In addition, comprehensive, timely
information on incidents can help Federal and nonfederal analysis centers determine the
nature of an attack, provide warnings, and advise on how to mitigate an imminent attack.
Also, sharing information on known terrorists and criminals can help to secure our
Nation’s borders.

There is clear, compelling and documented evidence to support the notion that there are
instances of a direct link between criminal activity such as drug trafficking, illegal
gambling, and money laundering whose primary beneficiaries are terrorists organizations.
Cutting off funding sources and interrupting the linkage that supports the threat activity
will contribute to a more secure America.

Another critical issue in developing effective analysis and warning capabilities is to
ensure that appropriate intelligence and other threat information, both cyber and physical,
are received from the intelligence and law enforcement communities. For example, there
has been considerable public debate regarding the quality and timeliness of intelligence
data shared between and among relevant intelligence, law enforcement, and other
agencies. Today, we will not focus on the rear view mirror or dwell unnecessarily on past
breakdowns in the process of gathering and sharing information. Further, today’s hearing
will only address this matter in the unclassified space, acknowledging that there is an
enormously valuable and important component of information sharing managed and
conducted in the classified space. No matter the source, it is important that relevant
information be available to appropriate decision makers to enhance our prevention efforts
in the law enforcement and homeland security communities on behalf of protecting our
citizens from foreign or domestic terrorism. We need only to be reminded of the “sniper”
tragedy in the Washington area during the fall of 2002, to reflect on the intrinsic value of
such collaboration.

During this hearing, we will examine the efforts and progress achieved in developing
secure, reliable, and interoperable information-sharing networks that facilitate a
comprehensive and real-time information-sharing capability that is dependable and that
respects privacy provisions. The Subcommittee will seek a better understanding of how
improved collaboration, cooperation, and communications will enhance improved two-
way flow of information between appropriate Federal, state and local law enforcement
entities.



Information barriers can be, depending on the case, cultural, organizational, human, or
technological. Such barriers often prevent the formation of integrated information
systems across all levels of government.

Federal, state, and city governments have undertaken initiatives to improve the sharing of
information that could be used to fight terrorism and protect the homeland. Many of the
initiatives are implemented by states and cities and are not necessarily coordinated with
other sharing initiatives, including those implemented by the Federal government.

While beneficial to participants, the initiatives do not necessarily integrate others into a
truly national system and may inadvertently hamper information sharing for this reason.
A lack of effective integration could increase the risk that officials will overlook, or never
even receive, information needed to prevent a terrorist attack.

New technologies for data integration and interoperability could enable agencies to share
information without the need for radical structural changes. Developing and
implementing appropriate technological solutions can improve the effectiveness and
efficiency of information sharing. Additionally, tools, processes, and technologies
available today address privacy issues and provide protection against privacy intrusion.

With the threat environment that exists in the world today, it is increasingly important
that cross-agency and intergovernmental collaboration is effective and efficient.
Accordingly, the Subcommittee will explore progress and obstacles to achieving the most
successful implementation of a national strategy for information sharing related to law
enforcement and homeland security.

All law enforcement agencies must act in partnership to maximize the benefits of
information gathering and analysis to prevent and respond to terrorist attacks. Protocols
for reciprocal exchanges of information have to be firmly established because the free
flow of information among Federal, state and local law enforcement agencies is vital to
fighting the war on terrorism and protecting citizens.
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